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Currently, the Personal Data Protection Act B.E. 2562 requires Data Controllers and
Data Processors to implement appropriate security measures in accordance with risk levels.
However, the Act does not prescribe specific guidelines for establishing such measures based
on risk levels which results in a lack of clarity regarding risk assessment principles and concrete
implementation mechanisms within Thailand’s data protection framework. A comparative
study of the EU General Data Protection Regulation (GDPR) reveals a similar requirement for
implementing security measures based on risk levels. Crucially, the GDPR utilizes the Data
Protection Impact Assessment (DPIA) as a primary tool, supported by comprehensive
procedural guidelines. Therefore, Thailand should align its approach with the European Union
by establishing comprehensive guidelines or a manual on personal data security measures.
Such guidance should prescribe a systematic process for conducting DPIA as well as providing

organizations with a reliable and practical framework for implementation.
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DJuesesfleffinmualunsiaduuszannmnisduasesteyadiuynna Tnetaelinnsvsduld
npmnediaudanguuaylddndinanniu ielussdumiuarssiunsinssineUssme

® Regulation (EU) 2016/679 (GDPR), Article 35

T 11951 37 (1) uaw 40 (2) wisnseswlydfRauasesdoyadiuyana w.a. 2562

® 4o 4 (4) vasUsENIARNENTIUNSANATEIUBYAdIUYARA Fos m1mmi%ﬂmmmﬁumﬂaamﬁwmr%muq:u
Toyaduynna w.A. 2565

? Klinke, A and Renn, O. (2002). A New Approach to Risk Evaluation and Management: Risk-Based,
Precaution-Based, and Discourse-Based Strategies. Risk Analysis, Vol. 22, No. 6, 2002.

' Yan, Y. (2023). The Risk-Based Approach to Personal Data Protection and the Response of the
International Trade Law. Beijing Law Review, 2023, 14, 1250-1270.
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" Gellert, R. (2021). The role of the risk-based approach in the General data protection Regulation and in
the European Commission’s proposed Artificial Intelligence Act: Business as usual? Journal of Ethics and
Legal Technologies — Volume 3(2) — November 2021

" Binns, R. (2017). Data protection impact assessments: a meta-regulatory approach. International Data
Privacy Law (2017) 7 (1): 22-35. Retrieved from https://doi.org/10.1093/idpl/ipw027
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P European Commission. (2026). Legal framework of EU data protection. Retrieved from
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-
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' Regulation (EU) 2016/679 (GDPR), Article 32 paragraph 1 (b)

' Regulation (EU) 2016/679 (GDPR), Article 32 paragraph 1 (a)

' Regulation (EU) 2016/679 (GDPR), Article 32 paragraph 2

" Regulation (EU) 2016/679 (GDPR), Article 35 paragraph 1

*® Regulation (EU) 2016/679 (GDPR), Article 35 paragraph 7
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v European Commission. (2017). Guidelines on Data Protection Impact Assessment (DPIA) and
determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679
(WP 248 rev.01). Retrieved from https://ec.europa.eu/newsroom/article29/items/611236
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*! Regulation (EU) 2016/679 (GDPR), Article 36
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2 European Data Protection Board. (2019). Facial recognition in school renders Sweden’s first GDPR fine.
Retrieved from https://www.edpb.europa.eu/news/national-news/2019/facial-recognition-school-renders-
swedens-first-gdpr-fine_en

# Colin, R. (2025). Employee monitoring at work: Regulatory enforcement actions against excessive
employee monitoring practices continue. Retrieved from
https://www.arthurcox.com/knowledge/employee-monitoring-at-work-regulatory-enforcement-actions-
against-excessive-employee-monitoring-practices-continue/

* Savulescu, S. (2025). Artificial Intelligence and Data Protection: Call for Firm GDPR Enforcement in the
Age of Algorithms. Retrieved from https://www.legal500.com/developments/thought-leadership/artificial-

intelligence-and-data-protection-call-for-firm-gdpr-enforcement-in-the-age-of-algorithms/
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» Kloza, D., Van Djik, N., Gillert, R., BOROCZ, I., Tanas, A., Mantovani, E. & Quinn, P. (2017). Data protection
impact assessments in the European Union: complementing the new legal framework towards a more
robust protection of individuals. d.pia.lab Policy Brief No. 1/2017, 2-3.
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